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Executive Summary

STATUS: IMMEDIATE REMEDIATION REQUIRED

The scan identified 15 total findings, including 7 high-priority exposures. Sensitive directories or configuration files were detected on the
webserver.

Detailed Finding Inventory

ID Method Path Severity

750500 GET /backup/ HIGH

001578 GET /backup/ HIGH

006530 GET /.git/index HIGH

006609 GET /.git/HEAD HIGH

006807 GET /.git/config HIGH

007216 GET /package.json HIGH

007224 GET /.gitignore HIGH

013587 GET / WARN

013587 GET / WARN

013587 GET / WARN

013587 GET / WARN

013587 GET / WARN

999103 GET / INFO

999996 GET /robots.txt INFO

001218 GET /sitemap.xml INFO

Technical Analysis

1. /backup/

Finding: Directory indexing found.
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2. /backup/

Finding: This might be interesting.

3. /.git/index

Finding: Git Index file may contain directory listing information.

4. /.git/HEAD

Finding: Git HEAD file found. Full repo details may be present.

5. /.git/config

Finding: Git config file found. Infos about repo details may be present.

6. /package.json

Finding: Node.js package file found. It may contain sensitive information.

7. /.gitignore

Finding: .gitignore file found. It is possible to grasp the directory structure.

8. /

Finding: Suggested security header missing: strict-transport-security.

9. /

Finding: Suggested security header missing: x-content-type-options.

10. /

Finding: Suggested security header missing: content-security-policy.

11. /

Finding: Suggested security header missing: permissions-policy.
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12. /

Finding: Suggested security header missing: referrer-policy.

13. /

Finding: The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to
the MIME type.

14. /robots.txt

Finding: contains 1 entry which should be manually viewed.

15. /sitemap.xml

Finding: This gives a nice listing of the site content.
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