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1. Executive Summary

1.1 Overview

DeepDefence assessed the security configuration of the client's AWS environment, covering S3
storage, IAM identities and EC2 networking, against industry best practices. Of 36 checks
performed, 16 passed and 20 failed. The failures consolidate into 13 distinct findings. The
assessment is a point-in-time review of configuration and did not involve testing for active
exploitation.

1.2 Risk Overview
Critical High Medium Low

0 2 10 1

The rating is High because two findings weaken the protections that keep stored data private. No
critical issues were found, and we saw no evidence of data being publicly exposed. The gaps are
missing safeguards, not confirmed breaches, but they make an accidental exposure much more
likely.

1.3 Key Risk Areas

Data protection. Public access is not blocked at the account level, and one bucket has no
bucket-level block either. That same bucket has a policy granting access to an external AWS
account. Together, these leave a single mistake or unintended permission change as the only
barrier to exposure. Three buckets also lack KMS-based encryption.

Network security. A network ACL allows inbound traffic from any internet address on all ports,
including SSH (22) and RDP (3389). A security group created by the EC2 launch wizard also
carries the risk of open SSH access. Whether these are actually reachable depends on the
associated security groups and instances, which should be confirmed

Identity and access. Two |IAM users rely on long-lived access keys instead of temporary role-
based credentials, and one user holds two active keys. Long-lived keys are a common route to
account compromise when they are leaked or stolen.

Logging and monitoring. Event notifications are disabled on three buckets, and server access
logging is off on one. This limits the ability to detect and investigate unusual activity. Positive

1.4 Recommended Priorities

Immediately. Enable S3 Block Public Access at the account level and on the affected bucket, and
remove the cross-account access from the bucket policy unless it is confirmed as required.

Short term. Restrict the network ACL and security group rules so SSH and RDP are limited to
trusted addresses, and move IAM users from long-lived keys to roles.

Planned. Enable KMS encryption, event notifications and access logging on S3, and address the
remaining Medium and Low findings as part of routine hardening.
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1.5 Positive Observations

Several important controls were in the expected state. ACLs are disabled on all assessed
buckets, default encryption is enabled, and cross-account access is properly restricted on the
other assessed buckets. These give a solid base, and most of the remaining work is configuration
changes, not redesign.

2. Scope and Methodology

2.1 Scope

The assessment covers the cloud resources and configuration checks represented in the supplied
cloud security assessment data.

Cloud Provider: AWS < Cloud Account / Project: 123456789012 - Assessment Date: 08
April 2026
2.2 Methodology
The assessment followed four steps:

1. Data collection. We ran an automated and manual, read-only configuration scan against
the in-scope account using read-only permissions. No changes were made to the
environment.

2. Consolidation. Results were grouped by check type, so that the same issue found on
several resources appears once, with every affected resource listed.

3. Remediation planning. Findings were mapped to recommended fixes and prioritized into
a phased roadmap.
2.3 Limitations

Results reflect the environment as of the assessment date. Configurations may have changed
since. A passed check indicates the control was in the expected state, not that the environment is
free of risk. Remediation has not been implemented or verified as part of this assessment.

3. Cloud Security Findings Summary

3.1 Severity Distribution

Severity Finding Types Occurrences
Critical 0 0

High 2 2

Medium 10 15

Low 1 3



3.2 Finding Register

Finding ID

s3_account_level_pu
blic_access_blocks

s3_bucket_cross_ac
count_access

iam_user_two_active
_access_key

s3_bucket_event_no
tifications_enabled

s3_bucket_kms_enc
ryption

s3_bucket_server_a
ccess_logging_enabl
ed

s3_bucket_level_pub
lic_access_block

ec2_networkacl_allo
w_ingress_any_port

ec2_networkacl_allo
w_ingress_tcp_port_
3389

ec2_networkacl_allo
w_ingress_tcp_port_
22

iam_user_with_temp
orary_credentials

ec2_securitygroup_fr
om_launch_wizard

s3_bucket_cross_re
gion_replication

Severity

High

High

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Low

Finding

Check S3 Account Level Public Access Block.

Ensure that general-purpose bucket policies restrict access to other AWS
accounts.

Check if IAM users have two active access keys

Check if S3 buckets have event notifications enabled.

Check if S3 buckets have KMS encryption enabled.

Check if S3 buckets have server access logging enabled

Check S3 Bucket Level Public Access Block.

Ensure no Network ACLs allow ingress from 0.0.0.0/0 to any port.

Ensure no Network ACLs allow ingress from 0.0.0.0/0 to Microsoft RDP port
3389

Ensure no Network ACLs allow ingress from 0.0.0.0/0 to SSH port 22

Ensure users make use of temporary credentials assuming IAM roles

Security Groups created by EC2 Launch Wizard.

Check if S3 buckets use cross region replication.

Occurren
ces



4. Detailed Findings

4.1 Critical and High Severity Findings

4.1.1 Check S3 Account Level Public Access Block.

Severity: High + Finding ID: s3_account_level_public_access_blocks + Occurrences: 1 * Provider: AWS

Description
Check S3 Account Level Public Access Block.

Risk
Public access policies may be applied to sensitive data buckets.

Affected Resources

Resource Type Region Resource ldentifier

123456789012 AwsS3AccountPubli us-east-1 arn:aws:s3:us-east-1:123456789012:account
cAccessBlock

Remediation

You can enable Public Access Block at the account level to prevent the exposure of your data
stored in S3.

References

o https://github.com/cloudmatos/matos/tree/master/remediations/aws/s3/s3control/block-public-
access

e https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-control-block-public-
access.htmi

4.1.2 Ensure that general-purpose bucket policies restrict access to other AWS accounts.

Severity: High < Finding ID: s3_bucket_cross_account_access ¢ Occurrences: 1 < Provider: AWS

Description

This check verifies that S3 bucket policies are configured in a way that limits access to the
intended AWS accounts only, preventing unauthorized access by external or unintended
accounts.

Risk
Allowing other AWS accounts to perform sensitive actions (e.g., modifying bucket policies, ACLs,

or encryption settings) on your S3 buckets can lead to data exposure, unauthorized access, or
misconfigurations, increasing the risk of insider threats or attacks.



Affected Resources

Resource Type Region Resource Identifier

gr-list.trv AwsS3Bucket us-east-1 arn:aws:s3::gr-list.trv

Remediation

Review and update your S3 bucket policies to remove permissions that grant external AWS
accounts access to critical actions and implement least privilege principles to ensure sensitive
operations are restricted to trusted accounts only

References

e https://docs.aws.amazon.com/securityhub/latest/userguide/s3-controls.html#s3-6
e https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-control-block-public-
access.html

4.2 Medium Severity Findings
4.2.1 Check if IAM users have two active access keys

Severity: Medium -« Finding ID: iam_user_two_active_access_key ¢ Occurrences: 1 + Provider: AWS

Description

Check if IAM users have two active access keys

Risk
Access Keys could be lost or stolen. It creates a critical risk.

Affected Resources

Resource Type Region Resource Identifier

user2 AwslamUser us-east-1 arn:aws:iam::123456789012:user/user2

Remediation

Avoid using long lived access keys.

References

e https://docs.aws.amazon.com/IAM/latest/APIReference/API|_ListAccessKeys.html

4.2.2 Check if S3 buckets have event notifications enabled.

Severity: Medium -+ Finding ID: s3_bucket_event_notifications_enabled ¢« Occurrences: 3 ¢ Provider: AWS

Description

Ensure whether S3 buckets have event notifications enabled.



Risk
Without event notifications, important actions on S3 buckets may go unnoticed, leading to missed

opportunities for timely response to critical changes, such as object creation, deletion, or updates
that could impact data security and availability.

Affected Resources

Resource Type Region Resource Identifier
gr-list.trv AwsS3Bucket us-east-1 arn:aws:s3::gr-list.trv
trv-bck1 AwsS3Bucket us-east-1 arn:aws:s3:::trv-bck1
trv-bck3 AwsS3Bucket us-east-1 arn:aws:s3:::trv-bck3

Remediation

Enable event notifications for all S3 general-purpose buckets to monitor important events such as
object creation, deletion, tagging, and lifecycle events, ensuring visibility and quick action on
relevant changes.

References

¢ https://docs.aws.amazon.com/securityhub/latest/userguide/s3-controls.html#s3-11

e https://docs.aws.amazon.com/AmazonS3/latest/userguide/EventNotifications.html

¢ https://docs.aws.amazon.com/AmazonS3/latest/userguide/notification-how-to-event-types-and-
destinations.html#supported-notification-event-types

4.2.3 Check if S3 buckets have KMS encryption enabled.
Severity: Medium <+ Finding ID: s3_bucket_kms_encryption ¢ Occurrences: 3 * Provider: AWS

Description
Check if S3 buckets have KMS encryption enabled.
Risk

Amazon S3 KMS encryption provides a way to set the encryption behavior for an S3 bucket using
a managed key. This will ensure data-at-rest is encrypted.

Affected Resources

Resource Type Region Resource Identifier
gr-list.trv AwsS3Bucket us-east-1 arn:aws:s3:::gr-list.trv
trv-bck1 AwsS3Bucket us-east-1 arn:aws:s3:::trv-bck1
trv-bck3 AwsS3Bucket us-east-1 arn:aws:s3:::trv-bck3



Remediation

Ensure that S3 buckets have encryption at rest enabled using KMS.

References

e https://www.trendmicro.com/cloudoneconformity-staging/knowledge-base/aws/S3/encrypted-
with-kms-customer-master-keys.html

¢ https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html

4.2.4 Check if S3 buckets have server access logging enabled

Severity: Medium -+ Finding ID: s3_bucket_server_access_logging_enabled + Occurrences: 1 * Provider:
AWS

Description
Check if S3 buckets have server access logging enabled
Risk

Server access logs can assist you in security and access audits, help you learn about your
customer base, and understand your Amazon S3 bill.

Affected Resources
Resource Type Region Resource Identifier

trv-bck3 AwsS3Bucket us-east-1 arn:aws:s3:::trv-bck3

Remediation

Ensure that S3 buckets have Logging enabled. CloudTrail data events can be used in place of S3
bucket logging. If that is the case, this finding can be considered a false positive.

References

¢ https://docs.aws.amazon.com/AmazonS3/latest/dev/security-best-practices.html

4.2.5 Check S3 Bucket Level Public Access Block.

Severity: Medium + Finding ID: s3_bucket_level_public_access_block +« Occurrences: 1 + Provider: AWS

Description
Check S3 Bucket Level Public Access Block.

Risk
Public access policies may be applied to sensitive data buckets.

Affected Resources
Resource Type Region Resource Identifier

gr-list.trv AwsS3Bucket us-east-1 arn:aws:s3::gr-list.trv



Remediation

You can enable Public Access Block at the bucket level to prevent the exposure of your data
stored in S3.

References

¢ https://github.com/cloudmatos/matos/tree/master/remediations/aws/s3/s3/block-public-access
e https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-control-block-public-
access.html

4.2.6 Ensure no Network ACLs allow ingress from 0.0.0.0/0 to any port.

Severity: Medium + Finding ID: ec2_networkacl_allow_ingress_any_port * Occurrences: 1 + Provider: AWS
Description

Ensure no Network ACLs allow ingress from 0.0.0.0/0 to any port.

Risk

Even having a perimeter firewall, having network acls open allows any user or malware with vpc
access to scan for well known and sensitive ports and gain access to instance.

Affected Resources

Resource Type Region Resource Identifier

arn:aws:ec2:us-east-1:123456789012:network-acl/acl-

acl-06b5acf115f2fcd5a AwsEc2NetworkAcl us-east-1 06b5acf115f2fcd5a

Remediation

Apply Zero Trust approach. Implement a process to scan and remediate unrestricted or overly
permissive network acls. Recommended best practices is to narrow the definition for the minimum
ports required.

References

¢ https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html

4.2.7 Ensure no Network ACLs allow ingress from 0.0.0.0/0 to Microsoft RDP port 3389

Severity: Medium <+ Finding ID: ec2_networkacl_allow_ingress_tcp_port_3389 + Occurrences: 1 + Provider:
AWS

Description
Ensure no Network ACLs allow ingress from 0.0.0.0/0 to Microsoft RDP port 3389
Risk

Even having a perimeter firewall, having network acls open allows any user or malware with vpc
access to scan for well known and sensitive ports and gain access to instance.



Affected Resources

Resource Type Region Resource Identifier

arn:aws:ec2:us-east-1:123456789012:network-acl/acl-

acl-06b5acf115f2fcd5a AwsEc2NetworkAcl us-east-1 06b5acf115f2fcd5a

Remediation

Apply Zero Trust approach. Implement a process to scan and remediate unrestricted or overly
permissive network acls. Recommended best practices is to narrow the definition for the minimum
ports required.

References

¢ https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html

4.2.8 Ensure no Network ACLs allow ingress from 0.0.0.0/0 to SSH port 22

Severity: Medium ¢ Finding ID: ec2_networkacl_allow_ingress_tcp_port_ 22 + Occurrences: 1 * Provider:
AWS

Description
Ensure no Network ACLs allow ingress from 0.0.0.0/0 to SSH port 22
Risk

Even having a perimeter firewall, having network acls open allows any user or malware with vpc
access to scan for well known and sensitive ports and gain access to instance.

Affected Resources

Resource Type Region Resource ldentifier

arn:aws:ec2:us-east-1:123456789012:network-acl/acl-

acl-06b5acf115f2fcd5a AwsEc2NetworkAcl us-east-1 06b5acH 15f2fcd5a

Remediation

Apply Zero Trust approach. Implement a process to scan and remediate unrestricted or overly
permissive network acls. Recommended best practices is to narrow the definition for the minimum
ports required.

References

e https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html

4.2.9 Ensure users make use of temporary credentials assuming IAM roles

Severity: Medium + Finding ID: iam_user_with_temporary_credentials * Occurrences: 2 + Provider: AWS

Description

Ensure users make use of temporary credentials assuming IAM roles
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Risk
As a best practice, use temporary security credentials (IAM roles) instead of creating long-term
credentials like access keys, and don't create AWS account root user access keys.

Affected Resources

Resource Type Region Resource Identifier
admin_user AwslamUser us-east-1 arn:aws:iam::123456789012:user/admin_user
user2 AwslamUser us-east-1 arn:aws:iam::123456789012:user/user2

Remediation

As a best practice, use temporary security credentials (IAM roles) instead of creating long-term
credentials like access keys, and don't create AWS account root user access keys.

References

¢ https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html

4.2.10 Security Groups created by EC2 Launch Wizard.

Severity: Medium <+ Finding ID: ec2_securitygroup_from_launch_wizard + Occurrences: 1 * Provider: AWS

Description
Security Groups created by EC2 Launch Wizard.
Risk

Security Groups Created on the AWS Console using the EC2 wizard may allow port 22 from
0.0.0.0/0.

Affected Resources

Resource Type Region Resource Identifier
AwsEc2SecurityGro arn:aws:ec2:us-east-1:123456789012:security-group/sg-
sg-032633dd59b5a4f15 up us-east-1 032633dd59b5a4f15

Remediation

Apply Zero Trust approach. Implement a process to scan and remediate security groups created
by the EC2 Wizard. Recommended best practices is to use an authorized security group.

References

¢ https://www.trendmicro.com/cloudoneconformity/knowledge-base/aws/EC2/security-group-
prefixed-with-launch-wizard.html
¢ https://docs.aws.amazon.com/eks/latest/userguide/sec-group-reqs.html
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4.3 Low Severity Findings

Low severity findings are kept compact in the main report. Affected resources are listed in the
appendix.

Finding ID Finding Occurrences Resources

s3_bucket_cross_regi

.= Check if S3 buckets use cross region replication. 3 3
on_replication

5. Remediation Roadmap

The roadmap is based on severity and occurrence distribution. Remediation should be validated
against the affected resources listed in this report.

Priority Severity Bndlno Focus Areas
Types
High Hiah 2 Check S3 Account Level Public Access Block.
9 9 Ensure that general-purpose bucket policies restrict access to other AWS accounts.
Check if IAM users have two active access keys
Check if S3 buckets have event notifications enabled.
. Check if S3 buckets have KMS encryption enabled.

Planned Medium 10 Check if S3 buckets have server access logging enabled
Check S3 Bucket Level Public Access Block.
+ 5 additional finding type(s)

Backlog Low 1 Check if S3 buckets use cross region replication.
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6. Appendix — Low Severity Affected Resources

Affected resources for Low severity findings summarized in Section 4.3 are listed below.

6.1 s3_bucket_cross_region_replication — Check if S3 buckets use cross region replication.

Affected Resources / Occurrences

Resource

gr-list.trv

trv-bck1

trv-bck3

Type

AwsS3Bucket

AwsS3Bucket

AwsS3Bucket

Region

us-east-1

us-east-1

us-east-1

13

Resource Identifier

arn:aws:s3::gr-list.trv

arn:aws:s3:::trv-bck1

arn:aws:s3:::trv-bck3



7. Appendix — Passed Checks

Check ID

iam_user_two_active_access_k
ey

s3_bucket_acl_prohibited

s3_bucket_default_encryption

s3_bucket_level_public_access
_block

s3_bucket_cross_account_acce
ss

iam_user_with_temporary_cred
entials

ec2_securitygroup_from_launch
_wizard

Check

Check if IAM users have two active access keys

Check if S3 buckets have ACLs enabled

Check if S3 buckets have default encryption (SSE) enabled or use a bucket policy to
enforce it.

Check S3 Bucket Level Public Access Block.

Ensure that general-purpose bucket policies restrict access to other AWS accounts.

Ensure users make use of temporary credentials assuming IAM roles

Security Groups created by EC2 Launch Wizard.
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